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e SMT solvers matter. Moreover we'd like to trust them.
e Producing SMT proofs

e Challenges

e OQur approach
e Integration with the Lean theorem prover

e How and challenges for proofs

e Current and future work

Joint work with:

e cvch proofs: Clark Barrett, Martin Brain, Gereon Kremer, Hanna Lachnitt, Makai Mann, Abdalrhman
Mohamed, Mudathir Mohamed, Aina Niemetz, Andres Notzli, Alex Ozdemir, Mathias Preiner, Andrew
Reynolds, Ying Sheng, Cesare Tinelli, and Yoni Zohar

e Alethe proof checking: Bruno Andreotti

o Isabelle/HOL integration: Hanna Lachnitt

e Lean integration: Tomaz Mascarenhas, Abdalrhman Mohamed, Harun Kahn, Wojciech Nawrocki
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» Even a tiny fraction of wrong answers is bad
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Bugs in SMT Solvers

e State-of-the-art solvers are large projects:

e cvCh: 300k LoC (C++)
e 73: 500k LoC (C++)

e How do developers try to avoid bugs?

e Code reviews
e Testing on benchmark sets
e Random input testing

e But bugs remain:

e Every year SMT-COMP has disagreements between solvers
e Fuzzing tools often find bugs in solvers



Can We Just Certify the Solvers?

e Large, complex code bases are too costly to certify
e A (simpler) certified system can be too slow [FBL18; Fle19]

e Certifying/qualifying a system freezes it, potentially blocking improvements

e Working around adding new features slow and costly [BD18]



For your consideration: proofs!

e Proofs are a justification of the logical reasoning the solver has performed to find a solution

e A proof can be checked independently
o Checkers have smaller trusted base
e LFSC: 5.5k (C++) LoC checker + 2k (LFSC) LoC signatures
e ALETHE: the CARCARA checker (and elaborator): 12k (Rust) LoC

e Proof checking is generally more efficient than solving the problem

e Proofs can be reconstructed within skeptical proof assistants
e Every logical inference verified by trusted kernel
e Proof calculus can be embedded in the proof assistant (and proven correct)
e Proof steps can be replayed within the proof assistant
e Verified proof checkers can be extracted from proof assistant

e Confidence in results is decoupled from the solver's implementation



Applications of T Proofs

e Strong correctness guarantees

e High-quality proofs can be used to facilitate automated compliance

Integration with other systems

e Automation in interactive theorem proving

e External proof cecking can identify bugs in proof rules

Valuable for debugging
e Formalization of proof rules improves code base

e Uncovers existing issues
e Forces modular and clean code design

e Improves tool robustness

A rich source of data for various purposes (e.g., interpolation, profiling, machine learning)



SMT solving

e A cooperation of propositional reasoning and theory-specific reasoning
e Employs a SAT solver to perform propositional reasoning
e Employs a combination of procedures for theory reasoning

e Equality and uninterpreted functions (Congruence Closure)

e Linear/non-linear integer/real arithmetic (Simplex, Linearization, CAD)
e Bit-vectors, Floats (Bit-blasting)

e Combination of theories (Nelson-Oppen)

e Decidability depends on the theories being used

e E.g. strings, non-linear integer arithmetic are incomplete

e Problems involving axioms (user-defined theories) are at best semi-decidable
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Boolean Satisfiability (SAT)

Propositional formulas in CNF: C u= p|-p|CVC
p u= CloAyp

Given a formula ¢ in propositional logic, finding an assignment M mapping every proposition ¢ to
{T, L} such that M(p) =T (or M = ¢).

Is o = (pV =) A(=rV —p) AgA (rV —q) satisfiable? No

No combination of valuations for these propositions such that ¢ is T.



Boolean Satisfiability (SAT)

Unsatisfiability proof of (p V —¢q) A (=1 V =p) A g A (rV —q):

TV g q
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Satisfiability Modulo Theories (SMT)

Unsatisfiability proof of (z1 > 0) A (z1 < 1) A (f(z1) % f(0) V z2 + 21 > x2 + 1):

Let II;: 1 >0 z <1

Then the final proof is:

I
1 ~0 1T,
——  EUF
f(z1) = f(0)) f(@1) ZfO)Var+x1>22+1 z=~10
RES LIA
T2+ > a2+ 1 To+x1 pawe+1
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Proof module architecture for CDCL(T)

P:o—=¢1 ... Prp— ¢y

Propositional Engine

[ Y ... Ch
Pre—pr@—* | Clausifier SAT Solver |

| Post-processor |

)

P:py 5 C1 ... Pipm = Cry

Asserted Literals

Theory Engine

e Clausifier converts to Conjunctive Normal Form (CNF)

SAT solver asserts literals that must hold based on Boolean abstraction

1
| SMT Proof Post-processor
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Consider the following unsatisfiable SMT problem:

a~bANc~dAN(pr AT)A((=p1) V(P2 Ap3)) A (=ps V (f(a, ) % f(b, d)))
which in SMT-LIB is:

(set-logic QF_UF)
(declare-sort U 0)
(declare-const pl Bool)
(declare-const p2 Bool)
(declare-const p3 Bool)
(declare-const a U)
(declare-const b U)
(declare-const ¢ U)
(declare-const d U)
(declare-fun £ (U U) U)

(assert (= a b))

(assert (= ¢ d))

(assert (and p1 true))

(assert (or (mot p1) (and p2 p3)))

(assert (or (nmot p3) (mot (= (£ a c) (£ b d)))))
(check-sat)

13



Lean is both a functional programming language and a proof assistant

Its features include algebraic datatypes, pattern matching, polymorphism, typeclasses and a robust
macro system

Growing community, Mathlib, high enthusiasm from mathematicians

It can benefit from a hammer

14



General workflow for a proof-reconstruction based-hammer

Lean Conjecture W

Translation Module

Lean's Library

. . 'l:”"”"isese,e ) Translation
Premise Selection Module Clion

SMT Problem W'

e Proof Reconstruction Module

e Certified vs Certifying —
. Y
e Successful proof-reconstruction-based
. . Proof for W'
hammers in other proof assistants:
o SMTCOq in Coq Reconstruction
] v
e Sledgehammer (smt) in Isabelle/HOL Proof for W
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The certifying approach

e Lean has a rich framework for implementing your own tactics based on metaprogramming

e The hammer itself and in particular the proof reconstruction are implemented tactics

e Tactics inspect the goal and the set of hypothesis via the internal representation used by Lean's
compiler

Based on this, they generate a proof that will then be checked by the kernel (every time)

Proofs do not rely on normalization of terms, so they can potentially be faster

It can be significantly easier to implement a tactic for a rule than to prove its corresponding theorem

e the tactic operates on instances of the rule, while the theorem must consider the most general case

Easier to update the tactic than to reprove the theorem

16



Proof reconstruction for SMT proofs in Lean

e We have build a library of tactics (and of underlying theorems) for the internal proof calculus of the
cveh SMT solver

e This library covers:

e Booleans, Linear Arithmetic and Equality and Uninterpreted Functions
e Quantifiers (instantiation and Skolemization)

e Bit-vectors (bit-blasting)
e Demo!

17



Towards an SMT-based hammer for Lean

import Smt

variable {G : Type} [Nonempty G] (op : G —>

axiom assoc : V a b c, op a (op b c) =

axiom inverse : V a, op (inv a) a = e

axiom ident : V a, op e a = a

theorem inverse' : V a, op a (inv a) = e :=
smt [assoc op, inverse op inv e, ident op

theorem identity' : V a, op a e =
smt [assoc op, inverse op inv e, ident op

a := by

theorem unique_identity : V e', (V z, op e'
smt [assoc op, inverse op inv e, ident op

® Example from SMTCoq's website

G->G) (inv : G -> G) (e : G)

op (op a b) ¢

by
el
e, inverse' op inv e]

z) -> e' = e := by

el

18



Non-linear Arithmetic

Two main strategies implemented by state-of-the-art solvers

e Incremental linearization (cvch, MathSAT)

e Fast but incomplete
e An abstraction-refinement loop between the linear solver and a validator to its candidate solutions
e When a candidate is invalid, the abstraction is refined via a lemma

e Heavily dependent on the lemma schemas used

e Variations of cylindrical algebraic decomposition (cvcb, z3, yices, SMT-RAT)

e Complete but costly

19



Incremental linearization

Consider the satisfiability of z -y > 0Ax > 1Ay <0.
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Incremental linearization

Consider the satisfiability of z -y > 0Ax > 1Ay <0.

e 1 -y is abstracted as a variable and the constraints are given to the linear solver

e Amodelisxz— 2, y— —1,and x -y +— 1.

Since it is not correct, a lemma is required to refine the abstraction.

For example, 2 > 0Ny <0 =z -y <0.

20



Proofs for incremental linearization

Each lemma schema requires a proof rule.

The multiplication property of the signal of its result depending on the signal of the arguments:

_|fl'~'fk7m
(fiA-Afe) >mo0

The solver must produce proofs with this rule when generating such a lemma

Similarly, proof checkers must be able to understand and verify them
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Proofs for incremental linearization

e We are currently working on making cvcb fully proof-producing when using incremental linearization

e In parallel we are augmenting our work-in-progress integration between cvch and Lean to support
them

e Proving the correctness of the previous rule and defining a reconstruction procedure for it requires

250 lines of Lean code

e Not counting the dependencies of Lean's mathematical library, Mathlib.

e Multiple lemma schemas employed by cvch also for solving problems involving transcendental
functions (such as trigonometric functions).

22



More current/future work

e Proof production and reconstruction for finite fields

e Reasoning with Grobner basis for solving problems with finite fields [OKTB23]

e Polynomial calculus for reasoning with machine arithmetic [KBK20]

e Proofs from SMT solvers for CAD-based methods are a big challenge

e Preliminar work in tracing information necessary for fine-grained proofs

e Substantial work in mechanizing CAD theory in proof assistants

e Specially in Isabelle/HOL and Coq

e Necessary to determine how SMT solvers can best represent proofs to enable scalable proof checking

23
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Having fun with 7 in Lean

_|lvu

T>IANT<u

e cvch's 7 lower bound: 3.1415926530
cvch's 7 upper bound: 3.1415926539

e Current tighter bounds on 7 in Lean's mathlib:
theorem Real.pi_gt_ 3141592 : 3.141592 < 7
theorem Real.pi_It_3141593 : 7 < 3.141593

e These theorems are proved via a tactic based on Leibniz's series for 7, which allows proving its value
is within a certain threshold. The tactic is slow.

e Lean theory for bounds on 7

24


https://github.com/leanprover-community/mathlib4/blob/e266a1ed2c7099a2b00b0b488cd25022e4c25c05/Mathlib/Data/Real/Pi/Bounds.lean

Applications of SMT Proofs: Compliance

(D) Formalization (2 Checking (3) Validation

System

|

- Model ——l Trusted Core
(0]
£ Compli Query
] ompliance Solver ~——— Proof Rules
) Checker
& Compliance
Controls Proof Certificate
Compliance Proof Store el

Requirements Checker
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Internal proof checker is highly valuable for development
Error localization for proofs is important

Formalization of proof rules uncovers existing issues

Performance issues

e In a few cases, proof checker indicated it could prove something stronger

Soundness issues

e Cannot write proper proof checker if the reasoning of the solver is wrong

Proofs are also valuable for debugging

e Soundness bug reported, proofs used to easily isolate the incorrect rewrite

Combination of approaches for proof generation

26



How some proofs look like

Av¢ BVI —(a~b)V f(a) = f(b)
AV B S(y>1)Valz<l)Vy>ua
@1/\"'/\%0”

Vi (1 A Apn) Vs
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A particular challenge has been String solving

e Preprocessing
e Clausification
e SAT solving
e UF theory solver
e Linear Arithmetic solver
e Theory combination
e Quantifier instantiation
e Rewriting
e Including complex string methods [RNBT19]
e Strings theory solver
e Core calculus [LRT+14]
e Extended function reductions [RWB+17]

e Regular expression unfolding

28
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